
ISO/IEC 27018:2019
INFORMATION TECHNOLOGY — 
SECURITY TECHNIQUES
  
CODE OF PRACTICE FOR PROTECTION OF PERSONALLY
IDENTIFIABLE INFORMATION (PII) IN PUBLIC CLOUDS
ACTING AS PII PROCESSORS

WHO CAN APPLY FOR

ISO/IEC 27018?
ISO/IEC 27018:2019 is a set of guidelines and
controls that enhance ISO 27001 (the standard
for building an information security
management system or ISMS), and is created
specifically for data privacy in cloud computing.
 
ISO/IEC 27018:2019 is to establish controls, and
guidelines for implementing measures to
protect Personally Identifiable Information (PII).
 
ISO/IEC 27018:2019 helps cloud service
providers to better manage the data security
risks unique to PII in cloud computing.

WHAT IS

ISO/IEC 27018?
This certification is applicable to all types and
sizes of organizations, including public and
private companies, government entities and
not-for-profit organizations, which provide
information processing services as PII
processors via cloud computing under
contract to other organizations.

In addit ion to protecting your reputation,  ISO/IEC 27018:2019 assures your customers and
stakeholders that their  personal information and data are being handled responsibly.




Ensure the highest
level  of  security for

personal information
in order to maintain
a competit ive edge.




Enhances your
brand and reduces
the r isk of adverse

public ity due to
data breaches.
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WHY IS ISO/IEC 27018 IMPORTANT?

Identity and
mitigate r isk by
having str ingent

privacy controls in
place.




Ensures compliance to
local  regulations,

hence reducing the
risk of f ines for data

breaches.
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